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| NTRODUCTI ON

Thi s paper presents information on Supervisory control and data
acqui sition (SCADA) systens and | essons | earned from several
SCADA projects. In addition general information is presented on
a Lock and Dam SCADA project designed by the Little Rock
District.

SCADA DEFI NI TI ON

SCADA systens are mai nfrane, workstation, or PC conputers
interfacing with field devices accessed through renote term nal
units (RTU s) or programmable logic controllers (PLC s). These
systens coll ect data and/or performcontrol actions on field
devices. Qperators and programers interface with the conputer
systemvia a man nmachine interface (MM). SCADA systens
mnimze the responsibilities of the operator and in many cases
elimnate the need for a full tine operator.

SCADA STANDARDS

The Anerican National Standards Institute (ANSI) devel oped ANSI
C37.1 (also known as | EEE C37.1), "IEEE Standard Definition,
Specification, and Analysis of Systens Used for Supervisory
Control, Data Acquisition, and Automatic Control." ANSI C37.1
applies to systens used for nonitoring and controlling
substati ons and powerplants. This standard contai ns useful
definitions and features for SCADA systens.

In 1992 a standard was published, which established recommended
practices for master station equi pnent comruni cati ons protocols
to renpote equipnment. This standard is | EEE 999, "I|EEE
Reconmended Practice for Master/Renote Supervisory Control and
Dat a Acqui sition (SCADA) Commruni cations.”

The Corps of Engineers is developing mlitary standards for
el ectrical distribution type SCADA systens. No standard civil
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wor ks specifications are distributed by HQUSACE. The Little Rock
Di strict has devel oped SCADA specifications for tainter gate
control on Lock and Dam SCADA systens and specifications for
MIlitary Water Distribution SCADA systens. These specifications
are avail abl e on request.

Even though the Federal I|Information Resources Managenent

Regul ations (FIRMR) standards are not in effect at this tine, |
woul d be remsed if | did not nention this outdated standard.
FIRMR requi renents define hardware and software standards.
These do not typically apply to nost SCADA software systens
because of the specialized nature of the SCADA software, however
sone hardware may fall under the requirenments of FIRMR

regul ations. The FIRMR standards are in transition and nmay not
be in effect at the tine of a new design. The designer should
check with his District's Informati on Managenment O fice for the
status of FIRMR requirenents.

JUSTI FYI NG SCADA SYSTEMS

SCADA systens are increasing in use in many Governnment
facilities. Mny systens are justified due to | oss of personnel
or due to safety considerations. The Little Rock District has
justified SCADA systens for the foll ow ng reasons:

- The existing controls are obsol ete and spare parts are not
avail able. Use a SCADA systemw th PLC nodules to interface with
the existing essential relay controls. Non critical relay-based
controls can be replaced with the PLC

- Personnel are required to operate the equi pnment during adverse
weat her conditions such as ice and |ightning which nay cause the
operator to conprom se his safety. A SCADA system can provide
econom cal renote control which allows the operator to contro

the systemfroma safe environnent.

- At unmanned dans on the Arkansas river where new hydropower
plants are built the possibility of a unit load rejection would
require imedi ate control of the gates to maintain pool operation
limts and to prevent possible severe river surges. A SCADA
system can be located in a renpote |ocation and provide tinely
control actions at the unmanned dam during a | oad rejection.

- Loss of personnel due to cutbacks has reduced the nunber of
operators to mnimal |evels. W have operators required to
control nore than one facility as well as to perform nmai nt enance
on the facilities. Renpte control SCADA systens allow the
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operator to better utilize his tinme and elimnate the need to
nove between facilities several tines a day.

MAI NTENANCE OF SCADA SYSTEMs

SCADA systens are conplex and require trained personnel to

mai ntai n and operate them Many exi sting maintenance personnel
are antiquated when it cones to current electronic technol ogi es.
Qur SCADA systens are usually supported by specialized engi neers
or technicians. |In sone cases SCADA systens are supported by

mai nt enance contracts. |f a SCADA systemis to be specified then
it is inportant to consider howit wll be maintained. Economc
anal ysis used to justify SCADA systens should include the cost
for future mai ntenance. W reconmmend that government maintenance
personnel be selected prior to contract award and that person
participate in the review of SCADA system

SCADA SYSTEMS | N TODAY' S MARKET

Were Large systens used to be based on custom devel oped hardware
and software manufacturers, snmaller systens are being devel oped
fromgeneric software packages and off the shelf RTU hardware
conponents. There are nore than 130 software packages avail abl e
in the market . There are approxi mately 120 data acquisition
hardwar e manufacturers 2. The diversity of the software and
hardware systens all ows nmany options in the devel opnent of SCADA
systens. The demand for | arge SCADA systens has decreased °.
This will inprove the conpetition in SCADA systens since the

| arge SCADA contractors will be providing conpetition for the
smal | er SCADA contractors.

| nformati on gathered by Pennwell Research shows that 59 percent
of planned utility-based SCADA systens will use PC-based
operating platforns, 27 percent will use workstation platfornmns,
13 percent will use m niconputer platforns, and 1 percent wll
use mai nfranes.

COVMUNI CATI ON SYSTEMS

Comruni cation systens for utility systens utilize radio systens
approximately 42 percent of the tine, fiber optics systens are
bei ng used approxi mately 30 percent, |eased |ine systens and

m crowave systens are being used approxi mately 14 percent each?d.
The nost dependabl e comuni cations neans is a fiber optic

transm ssion system but the installation costs of radio systens
makes it nore used. Telephone |lines are the | east desirable



means of commruni cations based on reliability, but in many cases
are the only neans based on project budget or radio interference
problens. M crowave systens are being phased out in the Little
Rock District due to nai ntenance costs and the Governnents desire
to free up these frequencies for use by others.

CHANGES | N MASTER STATI ONS ARCHI TECTURES

Early SCADA systens relied on mainfrane conputers operating with
proprietary software for master stations. These mainfranes
interfaced with dunb RTU s and contai ned predomnantly all |ogic
in the master station. Wrkstations operating in a UNI X type
envi ronment gradually started replacing the bul k of mainfranes
conputers. RTU s started sharing part of the processing |oad and
distributed architecture becane the going trend. Now we have
personnel conputers that are replacing the early mainfranmes and
doing it faster. RTU s are continuing to take nore of the
processing load with master stations being managers and dat abase
keepers.

SCADA PLC EQUI PMENT VERSUS HARDW RED RELAY LOG C

From our experience, PLC equipnent is not as reliable as rel ay

| ogi ¢ systens and should not be the only source for control of
essential control systens. It is recommended to provide rel ay-
based controls as a backup to SCADA systens for essential control
systens. W always maintain the hardwired relay controls at the
| ocal notor control centers for our equipnent. The SCADA system
parallels these hardwired controls. |In case of SCADA probl ens,

t he equi pnent can be operated |ocally.

Transi ent Surges

Due to the high probability of |lightning strikes and poor

el ectrical distributions lines in Arkansas we require extensive
TVSS equi pnent. Qur first SCADA system was pl agued by
interruptions due to surges. W installed additional TVSS

equi prent and still had failures. Qur initial TVSS equi pnment was
of poor quality and was replaced wth better quality equi pnent

whi ch hel ped with equi pnment outages. However, we still had

equi pnent failures due to surges. We perforned in depth studies
to determ ne the cause of the failures and finally concluded we
wer e bypassing our TVSS equi pnent because of poor installation
techni ques. The incom ng and outgoing wiring to series TVSS

devi ces were coupling during | arge surges and di srupting our

equi pnment . We separated the incomng fromthe outgoing wring
and sol ved nost of our surge problens.
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We typically install TVSS equi prment at all PLC 1/0O points, PLC
power supplies, and electrical distribution panel boards.

Equi pnent Locati on

Conditions in Arkansas dictate that PC and PLC/ RTU equi pnment be

| ocated in conditioned environnments. Even though the npbst conmmon
RTU PLC i ndustrial equipnent is rated at or above 122 degrees
Fahrenheit (50 degrees Celsius), our experience is that the

equi pnent will not operate reliably at these tenperatures. W
recomend t hat SCADA equi prent shoul d not be continuously

oper ated above 100 degrees Fahrenheit (38 degrees Cel sius).
Provi de condition spaces if equi pnent nust be operated in anbient
t enperature above 100 degrees F.

Sol e Source Justification

We have devel oped a standard specification for the control of
tainter gates for the Arkansas river Lock and Dam systens. This
specification will be used for all future Lock and Dam projects
for the Little Rock District. W desire to obtain sole source
justification for all future Lock and Dam SCADA systens. W w ||
sol e source the SCADA software portion only and not limt
hardware selection. While this may limt software sel ection,
conpetitive bids should be received because we are not sole
sourcing an integrator. By sole sourcing a particular software
systemwe are able to assure conpatibility between each Lock and
Dam and ease mai ntenance requirenents. W have not overcone this
hurdle with our contracting branch, however we endeavor to

achi eve sol e source justification.

DARDANELLE LOCK AND DAM SCADA SYSTEM
Backgr ound

One of Little Rock Districts latest Lock and Damthat is being

i npl emented with a SCADA systemis Dardanelle Lock and Dam on the
Arkansas River. Dardanelle Lock and Dam contains one 600-ft | ock
chanber and 20 tainter gates. The tainter gates are currently
controlled fromindividual notor control centers |ocated on the
dam Many of the existing renpte indicating selsyn receivers and
transmtter have failed and replacenent parts are not avail abl e.
Operation of the gates fromindividual notor control centers

wor ks wi t hout probl ens except during adverse weat her conditions
during which the operator's safety is conprom sed. There is no
need to control the Lock fromthe SCADA system since the existing
upstream and downstream hydraulic controls are still functional
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and shelters provide adequate protection for the operator.
Certainly the operators desire control of the |lock yet there is
no econom ¢ advantage to providi ng SCADA control for the | ock.

SCADA (Qperational Limts

We do not allow the SCADA systemto raise or |ower the tainter
gates on the sill due to safety considerations. The operator
must still go to each gate to performthis operation. The reason
for this requirement is to prevent loss of |life of fishernen
trapped near the gates and to prevent the gates from being

| onered onto an obstruction which could cause the cables on the
hoi st drumto slip out of their grooves. A CCTV system whi ch
could allow the operator to view the gate sills would negate this
requi renent and allow the gates to be raised or | owered onto the
sill fromthe SCADA system The Dardanel |l e Lock and Dam CCTV
system has not been funded at this tine. W are in the process
of devel oping a CCTV systemin conjunction with a SCADA system
for the renote operation of Wlbur D. MIls Lock and Dam

System Confi guration

The Dardanel | e SCADA system consists of a single master station
one report printer, one alarmprinter, two PLC s, |/O nodul es,
UPS, PLC nonitors, pressure transducers for |evel indication,
potentioneters for gate position indication, rain gage, and ot her
associ at ed conponents. Fiber optic cable is also used to connect
the two PLC s which are approximately 2000 feet apart. Refer to
the system bl ock diagram for the basic configuration.

Power house SCADA and Lock and Dam SCADA Connecti on

A fiber optics link is used to connect between the adjacent

hydr opower plant SCADA system and the Lock and Dam system
Headwat er, tailwater, gate positions, spillway discharge (cfs)
and precipitation is transmtted every 15 mnutes fromthe Lock
and Dam to the powerhouse. Turbine discharge, unit negawatts and
total discharge are transmtted every 15 seconds fromthe

power house to the Lock and Dam The power house SCADA systemi s
connected to the Little Rock District Hydraulics branch and to

t he upstream Ozar k power house. The Ozark power house wil |
eventual |y be connected to a future Ozark Lock and Dam SCADA
system The communication protocol utilizes Allen Bradley's Data
H ghway Pl us which is supported by both SCADA systens. The
automati c exchange of data elimnates the need for tel ephone
communi cati ons between each site and hel ps to assure navi gati onal
pool |evels are maintained. This connection also assures tinely
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notification during a powerplant |oad rejection.
Gate Position Sensing

Tainter gates positions are determ ned by rotational
potentioneters | ocated at each gate. The potentioneters are
connected to a shaft on the bull gear through a chain driven
system and gears. The potentioneters are supplied with a 4-20 mA
current loop froman anal og i nput nodule. Details are included
whi ch show how t he connections are made. The calibration of the
potentioneters is determ ned by stop | ogging one gate and rai sing
the gate in one foot intervals and recording the potentioneters
out put at each level. These values are put into a conputer
program which curve fits the data into an equati on. Once the
equation is determned, the PLCis prograned with the equation to
i nput the gate opening value to the SCADA system based on the
current |loop value. Refer to the gate calibration detail.
Attenpts were nade to calibrate the gates through geonetric
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anal ysis, but variations in the system such as gear | osses,
cable stretch, and other factors resulted in inaccurate

cal culations. Qur hydraulics engineering section desires to read
gate positions to 1/100 of a foot (1/8 inch) accuracy. W have
desi gned our systemclose to this, but cable stretch (approx 1

i nch) due to tenperature changes makes this accuracy inpossible
at all tines.

SCADA System Functi ons

The spillway gate control systemincludes the foll ow ng nmajor
system functi ons:

- Control of each individual gate (raise, |ower, stop, and
di sabl e).

- Control of a group of gates (via automatic gate control).

- Limt Checking, Status Checking and Al arm ng

- Man- Machi ne I nteraction

- Fl ow cal cul ati ons

- G aphi c Displ ays

- Log and Report Generation and printing

- Cal endar and C ock Functions

- Dat a Acqui sition

- Devi ce Taggi ng

- Operator Notes

- Communi cation with Programmabl e Logic Controllers (PLC s)

- Communi cation wi th Dardanel |l e power plant SCADA system

- | ndi vi dual Gate enabl e/ di sable function. This enables or
di sabl es flow cal cul ati ons and control functions for the
sel ected gate.

- Automatic startup and fail over of system

- System surveillance for inproper or uninitiated contro
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actions.

- SCADA system control disable function - disables control
action but | eaves status inputs active.

- Refresh all scanned data, automatically and on operator
command ( poke point)

- Trending of real tinme and historical data
SCADA Control Mdes

The operator is able to select "Manual" or "Automatic" control
nodes. I n manual node the Operator will manually contro

i ndi vi dual gates via screen poke points to the SCADA system |In
the automatic node the operator will enter a total spillway

di scharge setting (flowin cfs) and the SCADA systemw || perform
calculations to determ ne the necessary position of each gate on
the spillway to achieve the total spillway discharge setting.
After the system has determ ned the necessary gate feet to

achi eve the discharge set point, the systemw | initiate gate
nmovenents (automatic gate control). The systemw ||l al so accept
total gate feet setting (total gate feet for the entire spillway)
and the SCADA systemw || perform cal cul ati on and make changes to
the spillway gates to achieve the total gate feet opening. The
SCADA systemw || allow the operator to select either gate feet
or flow when in the automati c node. Discharge input will be the
default node of automatic gate control

LESSONS LEARNED

These recommendati ons are based on the Little Rock Districts
experience wth hydropower, Lock and Dam and mlitary project
SCADA systens. Many reconmmendations are specific to our projects
and may not be applicable for all SCADA projects.

- Get Good TVSS equi pnent neeting current | EEE and UL
standards. Specify multiple levels of protection (i.e.,
pl ace protectors at the distribution panels, at power supply
to the equi pnent, and on input output points).

- | f absol ute encoders are used, provide backup power to the
encoder so that in case of primary power |oss the encoder
does not loss its position

- Carefully determ ne the need for full time printing of
operator actions. In nost cases operator |ogs are stored on
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the conputer system and avail able for review. The primary
time in which hard copies are required i s when the system
fails and know edge of operator actions leading to the
failure are critical to the recovery of the system W have
specified printing of operator actions on all of our

systens. However, the day to day operation personnel do not
al ways repl ace paper and have been known to di sconnect the
printer because of noise. It is recommended that al
programm ng changes be printed. The printing of operator
actions shoul d be sel ectable through an MM poke point.

| f dual printers are specified then do not require automatic
switching of the printers. Switching to a backup printer if
the primary printer fails is not a supported function by
many SCADA software vendors.

| f the conputer master station software is accessible

t hrough different conputer nonitors then be sure the SCADA
vendor devel oped each different display with nonitor display
drivers specific to the nonitor being used. Oherw se, the
screens will not appear properly on the second nonitor.

This is especially inportant when renote access |aptop are
used.

The col or scheme used on al arm di spl ays vary from vendor to
vendor and may not be adjustabl e. Red is typical for an
alarm state. However, non alarmstates, etc. nmay vary.

Al'l ow t he SCADA integrator varying options on color schenes,
but require color schenmes to be Governnent approved.

Alarnms that are acknow edged and no | onger active shoul d
be del eted from an al arm page automatically.

Do not allow operators to have access to the operating
system Only programers should have this access. W have
had several instances where operators have crashed the
system

Docunentation is essential. Insist that all custom software
settings, and prograns be fully docunented. Reject any

sof tware docunentation that is not conplete. Be sure that
reviewers are famliar with software prograns.

Keep all electronic conponents in controlled environnents.
Do not locate PLC's on Dam structures without being in a
conditioned environnent. |If electronic equipnent is |ocated
out doors, provide a sun shield/roof over equipnent.
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Warranty shoul d require 48 hour response tine.

/O point's Iist should include detail ed description of
signal type (i.e., analog, 120 Volt, 4-20 mA, software
controlled, Contractor to determne,etc.)

| ncl ude a m ni mum of eight hours of unstructured testing
during factory and field testing. This allows reviewers an
opportunity to test system functions that may conme up during
testing, but no specific tests were included in a structured
test plan. Also, require the Contractor to furnish testing
equi pnent for these unstructured tests.

I nterfaces between two different SCADA systens shoul d
mandate the interface software. Governnent furnished
software will assure version conpatible. |If the systens
happen to be directly conpati ble then the Governnent

sof tware does not have to be used.

One line diagranms should indicate all external devices, but
do not indicate the specific PLC devices that are required
to interface to these devices. Different equi pnent vendors
may utilize different means to interface.

Al training should be video taped. A video canera operator
shoul d be provided to assure good video quality. Conpl ex
conputer interactions should be video taped cl oseup.

Any dat abase point or set point that requires frequent
changes shoul d be accessible via an MM di splay poke point
that | eads the user to the appropriate screens.

I ncl ude a requirenent that does not allow scrolling or

zoom ng to view parts of one display. The display should be
conpletely visible without the operator having to scroll or
zoom

Specify that any spare PLC nodules that are be installed in
the PLC rack be fully rack addressed and ready for use in
| adder | ogi c progranmm ng.

Specify a list of all displays that you want the operator to
have access too in the specifications. |If possible devel op
| ayouts of essential screens and include in the

speci fications.

Require that operation and mai nt enance docunentation be
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submtted in two stages wwth two separate revi ew peri ods.
Revi ew docunent ati on prior and during factory acceptance
testing. Al comments should be incorporated prior to

begi nning field acceptance testing. The second review
period will be done during field testing and training. Ask
trainees to comment on itens that are not adequately
addressed and provide these cormments to the Contractor.

This will help to assure that good docunentation wll be
provi ded and all ow the users to have input on what they
need. Require that docunmentation be submtted at | east two
weeks prior to testing. Ask for longer if adequate personnel
are not avail able for

- SCADA systens should not be contracted utilizing the design
build contract nmethod. If you put out an SCADA contract as
a design build project then the specifications for a design
buil d project should be very specific regarding the SCADA
functions to be provided. I f you don't specify the
requirenents, you will only get the mniml functional
system Do not count on a design build contractor to
provi de a good SCADA system wi t hout very specific
speci fications.

- Require that all conplicated control's systens be fully
simul ated during FAT. Do not allow software enul ators since
they will not represent how the systemw || actually work.

- When using a SCADA systemto control tainter gates with
existing limt switches be sure to include requirenents for
the Contractor to bypass the |limt switches. This often
requi res bypassing existing relays which provide safety
features. Include requirenents to maintain these safety
features. These features include fast and slow rate of
change alarns for the gate novenent, and nmaxinmumtine all ow
for gate novenent. Do not bypass overtravel |limt swtches.

- It is inportant that operations personnel be at the factory
accept ance testing. They provide valuable incite into the
facilities operational requirenents. 1In addition they may
alert you to a possible problemw th the systemrequirenents
and allow fixing the problemprior to full system
i npl enent ati on.

CONCLUSI ON

SCADA technol ogy is constantly changing. Wth each new
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technol ogy there are new probl ens and solutions. The Little Rock
District continues to explore and devel op SCADA requirenment. W
would i ke to offer our assistance to other Corps district who
plan to start utilizing SCADA systens and nore specifically to

t hose who pl an new Lock and Dam SCADA systens. SCADA systens are
here to stay and the nore we share infornmation on each projects
probl ens and solutions the nore we will benefit in future

proj ects.
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